US -Uganda health data sharmg

Uganda, according to
the proposed MoU, will
be able to build a “dura-
ble and resilient health
system,” due to funding
and human resource
support provided by the
US government as per
the agreement.
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proposed health data-sharing

deal between the United States of

America (USA) and Uganda has

triggered alarm over privacy, sov-
ereignty,and legal clashes.

Critics warn that the agreement '
could hand the US government un-
checked access to sensitive health re-

cords, side-lining Ugandas ownregula-

tors and laws.

The pact stems from a proposed mem-
orandum of understanding (MoU) on °
health collaboration, pushed by the Us

government.

It taggets African countries that are
currently struggling to sustain their
health systems due to a declinein do-
nor funding over the years, worsened

by the recent dismantling of the US

Agency for International Development”

(USAID) by the Trump administration.
Uganda has been heavily reliant on

foreign donations to fund its health sys-
~ Officials from US Embassy and Ministry of Health pose for photo after a donation at ministry’s headquarters in Kampala in May. PHOTO BY TONNY ABET

tem, despite government records show-
ing that over Shs9 trillion - equiva-
lent to the health sector budget for two
years —is lost to corruption per year.
This pact's core is a 25-year Data Shar-

ing Agreement granting the US govern-
ment direct entry into Uganda’s digi- -

tal health systems. The pact’s preamble
nods to mutual benefits.

“This agreement aims to ensure trans-
parency, accountability, and the effec-

tive use of resources to achieve shared

objectives in health, while delineating

the understandings and intentions of

the parties regarding the storage,access,

protection, and use of data,”reads the

proposed MoU.

Uganda, according to the proposed
MoU, will be able to build a “durable
and resilient health system,” due to
funding and human resource support
provided by the US government as per .

the agreement.

In turn, it will manage to curb global
health threats and reduce the burden
of common diseases like HIV;malaria, -
and tuberculosis in the countries of in-

terest, like Uganda.

Both parties celebrate gains. However, |
legal and data safety experts appearun- ]
- new Digital Health Guidelines,released

Ms Anifa Kawooya Bangirana, the
State Minister for Health, confirms that
discussions are ongoing between the
two countries, but deflects when asked
how far this has gone and the ixnplica- f

: - those have not been given due regard,”

“My senior Minister of Health, Dr Jane
Ruth Aceng,is the one who hasbeen fol-
lowing up and working closely,and she °
is the one who has to sign,’she told Dai-
- colliding. And who suffers at the end of

convinced and sense many risks.

tions.

Iy Monitor.

Dr Aceng was unwilling to com-
~ment.on the matter when our report- |
< -erreached out to her:Kawooya's defer-.. , MsJoanita Nagaba,alawyerand Arti-_©

- Datasovereignty questions

~ been calling the Proposed Data Shar- |

‘says that it will be construed in accord-
- ance with US federal law;"he explained
“in a Thursday night X space discussion

tion Office (PDPO),describes the US gov-
ernment’s proposal as a power grab.
“Looking at the MoU - what we have

ing Agreement — one of the clauses °

on the matter, organised by Lawpoint
Uganda.
“The essence of this basically is that
it is going to undermine the role of any
regulator in any of those African coun-
tries where it will be signed,”he adds.
In this agreement, he states, the US

‘government does not recognise Ugan-

da’s PDPO.“So basically; they are taking
away the regulator's role, and Ugan-
dans whose data is being transferred
or used in any way will not have any-
wherétorunto.”

Mr Ssettuuma says the deal demands
“real-time access to our health informa-
tion systems,” yet it ignores Uganda’s

in September; by the Ministry of Health.

The Digital Health Guidelines set
strict interoperability standards ~how
systems exchange data while staying se-
cure.“And looking at the MoU, many of

Mr Ssettuuma says.

He fears a clash.“Now, without such
standards being met, we run the risk of,
first of all, the US systems and our own

it? All that is our personal information,
Muchlsbemguadedforforelgnaxd’ ’

ralto Dr Acengsignalscaution: - = % ﬁmaimtelhgmcefﬁ)pohcymeamh

v It is very unfor-
Thisagreement tunate that we
aimstoensure  are having this
transparency, discussion a

- accountabi- few days after
lity, and the commemora-

- effectiveuseof  ting World Aids
resources to Day. Here we
achieve shared  are, trying to
objectivesin negotiate an
health, while agreement that

- delineatingthe  risks undermi-

understandings  ning the data

andintentions  of patients, or

- ofthe parties rather, people

- regarding the who are living

- storage, ac- with HIV- Ms

- cess, protec- Joanita Na-

- tion,anduse of  gaba, alawyer

- data- Proposed  and Artificial

. MoU Intelligence

policy resear-
cher. °

er, perceives more serious threats. Her
non-profit organisation, Uzawi Initia-

tive Limited, focuses on Al society,and

democracy. She describes the deal as a
full overhaul of Uganda’s health system. ¢
“It-will infroduce an electronic da- .
ta management system, a pharmacy -

- management system, and a laborato-

ry management system. It will also en-
- sure that we have a national data ware-
- house,’she says.

The US gets keys to it all, according to

- experts.“These systems are data-inten-

sive. They will be collecting a lot of spe-
cial personal data under the Data Pro-
tection Act, specifically health data,”Ms
Nagaba warns.

That includes HIV status, tuberculo-
sis records, and data on pregnant and

.~ breastfeeding women on antiretroviral
drugs (ARVS).

“It is very unfortunate that we are

having this discussion a few days after
commemorating World Aids Day. Here
we are, trying to negotiate an agree-
- ment that risks undermining the data
~ of patients,or rather,people who are liv-

ing with HIV she observes.

_ Privacy, she stresses, enables other

- rights.“Data protection and privacy are

- enabling rights for other fundamental

- human rights. Without them, associa-
tion and expression could suffer”

Ms Nagaba also fears Al misuse.“Tt is

possible that this personal data could
- beused to train Al systems,and wedo
- not know what decisions these systems
- could make about Uganda’s citizens,”
- shenotes.

; Contentofproposed agreement

Signing the MoU will grant the US “se-
cure, uninterrupted access to Covered
Data Systems™for 25 years.

_“This includes provision of login cre-

es or updates that may affect-access,”

the proposed MoU reads.

Under data use and confidentiali-

- ty,the MoU states that the US govern-

ment shall use the data accessed un-
der this agreement solely for purpos-
es consistent with metrics or activities
referenced,such as performance rnetrm

- monitoring and audits.

“Data provided will be archlved,

~ stored, or disposed of in accordance
- with US federal records requirements.
- The US government shall take all rea-

sonable measures to protect the con-

- fidentiality of information contained

within the Covered Data Systems in
accordance with US data protection
standards,” the proposed MoU further
reads.

“Where covered data are potentla]ly

- identifiable, the US government agrees

to maintain the confidentiality of the
covered data to the fullest extent re-
quired by US laws,”it reads further.

Ownership stays with Uganda,accord-
- ing to the MoU.“The US government ac-
~ knowledges that [INSERT COUNTRY
~ NAME] retains sole ownership of the
- data,”the deal states.

But experts say granting the US gov-

ernment that level of access would
. mean Uganda has lost control.

“In other words, individuals and the

- country at large lose control of their
. personal data.So,what itis basically do-

ing, and the way it is being negotiated
by our authorities, is putting the cart

- before the horse,”Mr Ssettuuma argues,
- calling the timing reckless.
dentials of other secure access mech-
anisms, maintenance of system func- |
_tionality to ensure data availability no-
:rtification of any plannedsystemoutag-
! terest. It pForaisés to fund Uganda's

The MoU paints a rosy picture. It cites
20 years of US aid saving “hundreds of
thousands”of lives and strengthening
the health system in the country of in-

Ms Mary
Borgman, the
PEPFAR country
coordinator
(right) and Ms
Jacqueline
Makokha, the
country director
for the Joint
United Nations
Programme on
HIV/Aids (UN-

. AIDS), address

journalistsin
Kampala in July
over HIV/Aids
funding, fight.
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A health worker
analyses blood
samples collect-
ed from people
living with HIV/
Aids. PHOTO/
FILE
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health sector, which has been heavily

relying on foreign donations, contribut-

ing over 50 percent ofits total budget.
The country’s health sector is buck-

- lingunder a catastrophicdropindonor

support, with external (donor) funding

- for the national health budget declin-

ing from 49 percent in 2022 to 23 per-
cent this year, according to a joint re-
port by the Uganda National NGO Fo-

. rum and the Centre for Health, Human
- Rightsand Development (CEHURD).

The sharp decline in donations, amid

shows, has eroded service quality and
left many vulnerable Ugandans strug-
gling to access essential care.

The goal of the MoU, according to the
preamble, is to strengthen disease de-
tection, prevention, and response to ex-

But critics see the aid as bait.

“Iunderstand that we find ourselves
- between a rock and a hard place. Effi-
cient systems need funding, yet rights
hang in the balance. We need the fund-
ing, but we risk undermining other fun- .
damental human rights,including the
right to protect personal data,”Ms Na-
gaba admits.

Mr Ssettuuma echoes the trade-off,
saying databases must meet security
thresholds for data movement.

“I would expect this MoU to take into

. account such things, and maybe make

mention of them in the same docu-
ment. But this is not the case,” he cau-
tions.

The deal prefers aggregated data.“To
the maximum extent practical, [IN-
SERT COUNTRY NAME]should not pro-
vide individual-level data or personally

- identifiable information,”it reads. .

However, Ms Nagaba sees collective
stakes.“Over time, we have looked at da-
ta protection as an individual right, but
it has collective benefits for the country.
The pact attempts to undermine data
sovereignty in Uganda. That is why it is

- very important that we continue hav-

ing these discussions and also hold our

- ground asfar as protecting personal da-
. ta”Ms Nagaba urges.

For Ugandans, the risks hit home. HIV
patients, malaria cases,and mothers on
treatment are all exposed if safeguards

. fail.In the proposed MoU, the US prom-

ises confidentiality“to the fullest extent
required by US laws.”

Yet 25 years of access feels eternal, and
system upkeep falls to Uganda. This in-
cludes accuracy, timeliness, and secu-
rity “Who is the data protector2 Who
is the data processor? Who is the da-

. ta controller? Who is the data subject?

What rights do they have and how can
they ensure these rights are protected?”
Ms Nagaba asks.

Mr Ssettuuma sees a collision ahead.
“We are putting ourselves on a collision

- course, first, with the existing laws, but
insufficient increases in domestic re-
- source allocation to plug the gaps,and
- increasing health needs, the report

then undermining the rights of peo-
ple whose information is going to be
shared,”he says.

Ms Nagaba wants Ugandans tonot on-

- Iy focus on the negative.“If you cannot

get an efficient system and provide the
health services that we should be pro-
viding to a certain standard, we risk
undermining other rights, such as the

right to health.”she notes.
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