From colonial forts at
Old Kampala to modern
cyber laws under Yow-

_ eri Museveni, surveil-
lance has shaped Ugan-
da, pushing citizens and
Opposition figures into
fear and self-censor-

-ship.
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) n a clear day—and they are nev-
er in scant supply—there are pan-
oramic views,on this tree-speck-
led hill. In fact, tourists have set-

tled into a routine of adding the Ugan- .:

da National Mosque to their bucket list
whenever they visit Uganda’s capital,
Kampala. The place may not quite con-
vey it now; but this is where the roots for
the eternal verities of surveillance in the
East African nation were first planted.

When Frederick Lugard, the sol- :
dier-cum-colonial administrator who :
gained renown as the pioneer of Brit- :
ish colonisation of Uganda, first set foot :
in the picturesque raised area, he knew
straightaway that turning it into a fort

was arealisable aim.And soit proved.
With the Scramble for Africa aiready

in p‘verdrive, the British were reflecting "
unsparingly on any missteps as they !
sought to steal a march on the Germans

in East Africa.

Soor¥with a fortress bu11t on the hill, :
and a Maxim gun making a great im- :
pression of feeling uncomfortably con-
frontational, the Buganda Kingdom was :
left with little choice but to do the'bid- :
ding of the British. This was during the
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Well after the fading of the 19th Cen- :
tury into the 20th Century, and two dec- :
ades after the British colonial State at- :
tempted to course-correct the 1900 :
Agreement with the 1955 Agreement,
Michel Foucault released a seminal text
on surveillance—Discipline and Punish: :

The Birth of the Prison.

With-land disputes casting a stain of :
misrule on the entire administration of
the protectorate government, Foucault’s :
monograph on the subtleties that ac- :
companied the evolution of disciplinary :

processes would prove instructive.

The French philosopher and histori- :
an introduced the world to the concept :
of panopticism while drilling an under- :
standing of new forms of knowledge :
about conformity through surveillance. :

Simply put, the dense term that is pan- :
opticism speaks to a form of social con- :
trol where—with the all-seeing eye or :
surveillance logged in the back of their :
mind—individuals, perhaps uninten- :
tionally but not unsuccessfully self-regu- :
late their behaviour. They do this on the :

premise that they are being watched.

Panopticism draws rather heavily on
Jeremy Bentham’s Panopticon prison :
design. The design in question has pris-- :
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oner cells sandwiching a central tower, : -

or watchtower, with the basic setup forc- :
ing prisoners to be on their best behav- :
iour since they always come in the view

of awatchman.

The panopticon elements of asymmet—
rical surveillance produce the effect of :
self-regulation for fear of punishment. :
Foucault adds that a polity is confront- :
ed with the possibility of ending up with :
a disciplined, if not docile, population :
since,with the power of observationreg- :
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: Ebonyandivory
The panopticon that the protectorate " :
: government cynically willed into ex- :
: istence in colonial Uganda found suste- :
: nance in the 1900 Agreement. The trea- :
¢ tyallowed the British colonial statetore- :
¢ draw the contours of Buganda writlarge. :
: Historians have pored over how rivers
. and their attendant bridges served the :
¢ purpose of warning off the uninitiated.
:  Themarkersunderlined theenormous :
: chasm between the White and Black :
¢ populations. The Asian population, :
¢ which at times seemed to squat glumly :
. between ebony and ivory,often bore the °
- brunt of the in-betweenness. Ultimately, :
: Asians’ monopoly of bus routes and :
. value addition processes to cash crops
: like cotton were but two reasons why :
: they were not in the good graces of the :
: Blacks.
¢ It was not immediately clear to :
. the Blacks that the multiple bridges
. erected across the Nakivubo River, as :
: well as Uganda Golf Club—a bastion of :
. White privilege—executed a striking :
: and sinister role. The bridges meant :
. that ebony and ivory would mesh :
: while maintaining a calculated, if cold, :
. distance from one another. Like hope
. and despair, suburbs and slums lived :
- side by side. The slum of Kamwokya- :
: Kyebando was, for one, within eyeshot :
: of the leafy suburb of Kololo. Ditto
- the Katwe-Kisenyi slum and upscale :
: Nakasero. _
: Yetinstead of the panopticon elements :
¢ of asymmetrical surveillance kicking :
: in,a groundswell of dissent developed :
during the late colonial period. The :
: Black labour, resident in the shim of
: Katwe-Kisenyi, was particularly a pain :
: point for the British colonial State

during the anti-colonial struggle.

Besides Kadongo Kamu (Luganda for :
solo acoustic bass guitar) music, whose :
: message of change was nuanced, thisis :
: where the inflammatory leaflets of the :
: Son of Muzinge (Luganda for peacock, :
ananimal thetribewarns should notbe

underestimated)and pamphiets of enu-

. Enterlawfare -
The underground press started
. mushrooming when the British colonial :
State used lawfare to force Uganda’s :
© vernacular press intoa defensive crouch. :
So-called emergency powers—the very :
embodiment of an all-seeing eye—were :
¢ used,if not to arrest editors like Joseph
William Kiwanuka,alias Jolly Joe,thento !
¢ force others to self-regulate.

Sedition suits that menacingly waved :
threats of heavy fines and punishingly :
- long jail sentences had a chilling effect :

on media workers.

With self-regulation rendering many :
: media workers void, a broad range :
of dissenters stepped up to the plate :
by using activist tactics to expose

underreported issues.

This guerrilla journalism was
: espoused by the likes of Semakula :
Mulumba, a Bataka Union lobbyist :
: whose letters and telegrams offered :
unstinting support to all forms and :

manner of political dissent.

These dissidents—determined not :
to be dignified in bearing, and courtly :
in manners—were fed up with the :
weaponisation of peace that became a :

monument of the colonial era.

This was after, among others, the :
Maxim gun on what is now known as :
: Old Kampala settled the battle of the :
: new Abrahamic faiths in favour of the :

British-leaning Protestant/Anglican -
: forces. :

Despite Yoweri Museveni, Uganda’s :
ninth president, being so enamoured :
with Frantz Fanon’s demand to make :
a clean break with colonialism, he :
borrowed and recalibrated a handful
of concepts from the playbook of the :
¢ colonial project.
. Observers have trained most of their :
attention on the divide and rule policy :
on the onehand and the weaponisation :
of peace—or;in the words of Prof Joshua :
Rubongoya, Pax Musevenica—on the :

otherhand.

‘Thelatter was made possible by his
- pacification of Ugand@aﬂertheavﬂ
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Museveni’s uncritical embrace of what

. aFanonian lens sees as tools of repres-
: sion delivers a jolt. This is not least be-
. cause the political philosopher’s The
. Wretched of the Earthfoundational text,
. which persists in its urging of using vio-
: lenceasatoolforliberation,was the bed-
¢ rock of the Ugandan president’s under-
. graduatethesis.

The weaponisation of peace in the age

¢ of Pax Musevenica has not gone unre-
. marked.Thereis an overwhelmingbody
- of evidence that shows it has galvanised
- action from a vast array of dissidents, in-

cluding those from the slum of Kamwok-
ya-Kyebando, which Robert Kyagulanyi

. Ssentamu, alias Bobi Wine, once called
: home.

With the dJssent on digital spaces im-

- mediately recognisable as adjunct to
- criticaljournalism,the Museveni admin-
. istration has doubled down on draconi-
- anmedia provisions to instil in anyone
: ‘who convokes an unruly public online a
. debilitating fear. Cyber laws that, for all
. intents and purposes, legalise surveil-
. lance have also been broughtin.

Section 5(d) of the National Informa-

© tion Technology Authority,Uganda Act,
: 2009 gives the National Information
: Technology Authority,Uganda (NITA-U)
¢ amandate over software and hardware.
. All of which gives the parastatal carte
- blanche to “install spyware, blocking
. mechanisms and filters on government
¢ computers.”

Such legislative foundations have gen-

- erated in the Museveni administration

i aravenous appetite for surveillance

¢ technology as an eyebrow-raising deal

: with the UK-based firm, Gamma Group,

. showed ahead of the 2011 Uganda Gen-+
. eralElection.

Documents show that the technology

: was bought “to spy on the enemycollect
. data, intrude enemy systems, intercept
: enemycommunication and alsomanip-
ggnapsnﬁssionsi’ ;=
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Former FDC leader Kizza Besigye (atop lead car) campaigns for the party presidential candidate Patrick Oboi
Amuriat (atop right 2nd car) in Ntungamo District on December1, 2020. In 2011, the party became the object of the
digital surveillance operation that would be codenamed Fungua Macho (translates to ‘open your eyes’ in Swahili).

ed to the purchase of the technology af- :
ter being told that it could “covertly be :
deployed in buildings,vehicles,comput- :
ers, mobile phones, cameras and any

other equipment deemed worthy for :
information extraction or surveillance”

The Forum for Democratic Change
(FDQC),a leading Opposition party,at the :
time, became the object of the digital : -
surveillance operation that would be :  pr
codenamed Fungua Macho (translates : i

te‘open your eyes’in Swahili).

“I am glad to inform you that since
we started we have managed to collect :

sunvzlu.A‘ c:

Surveillance is the mtentlonaf
-and methodical observation
- ofenvironments, activities,
or people to spot potential
nsks and ensure safety. It

[a] substantial amount of information | Gat

from different targets... people deemed :
dangerous to State security like govern- :
ment officials and Opposition poljti-
cians are being surveilled,”one top se- :
cret document prepared by a senior in- :
telligence official for President Musev- :

eniread.

A 2015 report titled For God and My
President: State Surveillance in Uganda '
peels back more troubling layers on the

Fungua Macho operation.

“The tool chosen as thebackbone’of
the operation, FinFisher, is intrusion :
malware at the time manufactured by : s 3 =
the Gamma Group of companies,head- | Socialmediamonitoring
quartered in the UK. Once infected, a :

person’s computer or phone can be re-
motely monitored in real time. Activi-
ties on the device become visible. Pass-
words, files, microphones and cameras
can be viewed and manipulated with-
out the target’s knowledge,”the report
published by Privacy IntemaUOnal dis-
closes.

“The [Chieftaincy of Military Intelli-

gence] CMI and police used State funds :

to purchase the full Fintrusion suite’in
Iate 2011.0Over a period of 2011 to 2013,
at least 73 people were involved in the
operation targeting key Opposition
leaders, media and establishment in-
siders. Operatives bribed people close
to their targets to get access to personal
phones and computers on which they
installed the malware, according to a

confidential intelligence brief prepared :

for President Museveni. CMI officials al-
so requested more funds to expand the
operation and bribe further insiders.
Obtaining personal information to use
as blackmail was an explicit goal of the
operation, according to secret govern-
ment documents,”it adds.

behaviours, and pattems helps -
anticipate potentialthreats.

SecurityImprovement.
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access, and keeping a -
controlled environment.

Crime Prevention. Actingas
avisible or discreet deterrent
discourages unauthorised or
harmful behaviour.

Source: Global Risk
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:{ The Museveni administration re- :
: mained in the habit of surveilling per-
: ceived adversaries, and found in Sec-
: tion 5(u) of the Uganda Communica- :
: tions Act,2017,a handy tool. The provi-
: sion paves the way for the Government
: of Uganda (GoU) toset up the social me- :
: dia monitoring centre as well as an in-
: terception of communication monitor-
. ingcentre. _
As well as in¥iting bids from, revealed :
- the2015 report,“seven technology com-
: panies based in China, Israel, Italy, Po- :
- land and the United Kingdom™tosetup :
¢ the social media monitoring centre be- :
. fore the 2016 General Election, the“Po- :
: lice also attempted to procure further :
¢ technologies from intrusion malware :
: supplier and rival to Gamma Group,
i Hacking Team,in mid-2015.” :
¢ Ahead of the 2021 poll, Facebook shut :
: down a network of fake and duplicate :
¢ accounts in Uganda that were report-
 edly linked to the GoU. The GoU’s Cit- !

- ¢ like TVO who use pseudonyms to beat :
: government surveillance have perenni- :
. ally turned out to be a waste of taxpay-
. ersmoney. _
_ | “Amos Ngabirano.the [sic] now fired :
. police director of ICT, was running a :
. classified budget of 500 billion [Ugan- :
. dan shillings] annually In May 2016, he :
. signed off 694 million and claimed he :
: ‘Was going to Rome to meet people who :
: would unmask TVO.He went there, de- :
. posited the money on [then police chief :
¢ Kale] Kayihura’s account in a Rome[-] :
: based bank,and he was put under sur- :
- veillance [sic] during all that time by a :
no-nonsense team of sharp eyes[...];”
¢ TVO disclosed in a April 21,2017 Face- !
¢ bookpost.
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Surveillance in Uganda

to listen to private conversations via
: digital devices if they suspect that the
: communication s of a criminal nature.

Back at Lugard’s former stamping
ground, where it can be argued with a
degree of success that Uganda’s surveil-
lance story started, two caucasian tour-
ists soak in the panoramic views on of-

i fer during a crisp and cloudless after- .
¢ noon.

One of them flashes a thumbs-up
while basking in the glory of a Kodak

: moment. The thumbsup is, of course,

. the symbol of Museveni’s NRM party

: that—since the return of a multiparty-
. dispensation in 2005—has delivered

: exceptionally strong mandates to con-

¢ trolthe House.

A lot has changed since Lugard left

. the tree-speckled hill at Old Kampa-

la.In November of 1972, during his sol-
itary trip to sub-Saharan Africa, King
Faisal offered to build a grand mosque
on the hill. After hitting several unex-
pected speed bumps, Muammar Gadd-

¢ afi completed the imposing mosque—
: thelargest in East Africa—in 2006. Mu-
. seveni,who joined the former Libyan
: . leader in March of 2008 to inaugurate
- likes of Stella Nyanzi and Tom Voltaire :
¢ Okwalinga, alias TVO, on digital spac- :
¢ eslike Facebook. The Museveni admin- :
¢ istration has always had an abiding in- :
: terest in closely monitoring such dissi-
. dents, with the ultim4te goal of forcing
- them to act as if they are in a [digital] :
: panopticon. ;
¢ Cyber legislations such as the Com- :
- . puter Misuse Act have been brought on
- Ugandz’slaw books,with officials devis-
: ingaseries of punishments thatintheir :
. cruelty,reflect the deep, pervasive fear :
. shared by the country’s Netizens.
. While draconian provisions in the :
: Computer Misuse Act have been used :
~ | toincarcerate dissidents like Nyanzi, at- :
¢ tempts tossilence dissent from people

what is now a dominant feature of the
city’s skyline, shows no signs of slowing
down. And, for that, he has surveillance
tothank.

If Lugard’s Maxim gun, even while not
in use, quietly reminded Blacks in and
around Old Kampala of the futility of

: combating it,then Museveni stands ac-

cused of using state apparatuses to cul-
tivate panopticon elements of his own.
Last November, Bobi Wine, of the Na-
tional Unity Platform (NUP) party,
shared with local media how“we don’t

¢ use some rooms’in his abode—a large,

impressive house in the growing resi-
dential area of Magere in Wakiso Dis-
trict—because of State surveillance.
The house has been the object of in-
terest of State sleuths since NUP be-
came the leading opposition party in
2021, with a top police mouthpiece

¢ once [in}famously describing a drone

camera that hovered overhead a starin
thesky.

It is not only at Bobi Wine’s Magere
home that self-regulation kicks in for
Uganda’s Opposition leader. At the
start of 2025, state forces descended on
NUPs offices in Makerere Kavule. Bobi
Wine says he is none the wiser about
“what they left”after the raid. Another
raid on his abode in Magere, Wakiso Dis-
trict, last month, days after taking part
inthe 2026 presidential poll,left the Op-
position leader’s wife, Barbara Itungo

¢ Kyagulanyi—still scarred by an assault
¢ suffered at the hands of suspected se-
: curity forces—determined to clean out
It’s not just guerrilla Journahsm that :
¢ hasfound itself caught in the crosshairs :
of the GoU’s surveillance projects.Main-
: stream journalists like Ivan Okuda of
the East Africa Centre for Investigative :
Reporting (EACIR) have ended up hav- :
ing an unwelcome spotlight placed on :
¢ out. All of this came against the back-

Early last year, government function- :
aries leaked audios of telephone con- :
versations the EACIR journalist had :
. -with Ibrahim Sserujju Nganda,an Op-
position lawmaker, and Erias Lukwago, :
. the Kampala Lord Mayor,whois afierce
critic of the personalist tenor; that has :
. led to regime longevity under Musev- :
: izens Interaction Centre was named : :
: and shamed. The fake and duplicate ac- :
: counts were intended to blunt the im- :
i pact of the guerrilla journalism of the

any bugs and wiretaps that could have
been surreptitiously installed.

This was after Ms Itungo filled the lo-
cal media in on how she refused to fur-
nish the intruders with passwords to
gadgets that, it is thought, would help
State actors discover Bobi Wine’s hide-

drop of the NUP principal going into
hiding after the January 15 poll. The
raids undoubtedly provide more cues
for more self-regulation by the Kyagu-
lanyis.Evidentlyas the clear days at Old
Kampala, panopticism is alive and well
in contemporary Uganda.

¢ This story first appeared in Vox

Section 4 of the Regulation of Inter- :
ception of Communication Act, 2010, :
empowers government functionaries :

Populi, the publishing arm of the
East Africa Centre for Investigative
Reporting.




